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01 / SECRETS & ACCESS

Complete Website & App
Security Checklist
27 important security checks explained in easy English

By Vikas Yadav | October 2026

Use this list to review your website or app. Mark a check only after it has been tested. No checklist or AI
prompt can guarantee that a website will never be hacked.

1. Hide API Keys and Secrets
Check if any secret API key or password is visible in my website code. Hackers could steal
these keys and misuse my services.

2. Check Environment Variables
Make sure secret values are stored safely and are not exposed to visitors or included in public
files.

3. Check Git History for Leaks
Find passwords, API keys or private information accidentally uploaded to GitHub in the past.
Replace any leaked secrets.

4. Protect Admin Pages
Make sure normal users cannot open admin pages or use admin features without permission.

5. Add Secure Authentication
Check the login and signup system. Stop attackers from logging in without valid credentials.

6. Check User Permissions
Make sure users can only see or change their own data. Stop one user from accessing another
user's private information.

10 Things to Do After Publishing Your Website
Simple steps to help people find and use your website.

By Vikas Yadav · Checked 18 October 2026. Replace example.com with your own website address. These steps do not
guarantee a Google ranking.

1. Connect Google Search Console
Why: This free Google tool shows how your website is doing in Google Search and flags problems.

1. Open Search Console and sign in. Choose Add property.
2. Choose Domain. Enter example.com, without https://. Google will ask you to prove that you own it.
3. For the manual TXT method, copy the record Google gives you. Open your domain’s DNS settings -
the records that connect your domain to services. Add a new TXT record using Google’s name and value.
Do not delete existing records.
4. Save it. Return to Google and click Verify. Keep the record after verification.

Check: Google confirms ownership and opens your website’s dashboard.

If it fails: Recheck the copied record and the DNS provider you used. Updates can take two or three
days. No DNS access? Choose URL prefix and use one of Google’s other verification options.

Help: Google’s setup guide

2. Submit your sitemap
Why: A sitemap is a file listing your website’s pages. It helps Google find them.

1. Find your sitemap in your website settings. Common addresses are example.com/sitemap.xml and
example.com/sitemap_index.xml. WordPress usually has example.com/wp-sitemap.xml.
2. If it is missing, use your builder’s sitemap option or ask your developer to create one. For Next.js,
share the instructions linked below.
3. In Search Console, select your website and open Sitemaps. Enter the sitemap address and click
Submit. If your website address is already shown before the input box, enter only the remaining part.

Check: The sitemap opens in your browser and Search Console later shows Success. This means Google
read the file; it does not mean every page is in search.

If it fails: Open the exact address again. It must show a sitemap, not an error or your homepage.

Help: Google’s sitemap guide · Next.js instructions
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APPS BY VIKAS Meet Vikas

GenzLudo
Ludo with 3D characters and up to 8
players. A first-of-its-kind no-teaming-up
feature keeps play fair. Try it - you’ll love
the difference.

Download on Google Play

Kachu
Too much scrolling straining your neck?
Add your addictive apps and complete
daily neck exercises to unlock them.

Download on Google Play

https://vikasbuilds.com
https://vikasbuilds.com
https://vikasbuilds.com
https://play.google.com/store/apps/details?id=com.genzludo.genzludo
https://play.google.com/store/apps/details?id=app.closed12.app
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02 / SESSIONS, INPUTS & APIS

Sessions, Inputs & Apis

7. Secure Login Sessions and Tokens
Protect login cookies and tokens from being stolen or misused. Make sure logout and session
expiry work properly.

8. Validate All Form Inputs
Check every form and API input. Reject invalid or dangerous data before it reaches the server.

9. Protect Against XSS Attacks
Stop attackers from injecting harmful JavaScript through forms, comments or other user
content.

10. Prevent SQL Injection
Make sure attackers cannot use form inputs or API requests to run harmful database queries.

11. Add CSRF Protection
Stop malicious websites from tricking logged-in users into performing unwanted actions.
Check protection where cookies are used for login.

12. Add Rate Limiting
Stop people or bots from sending too many requests. This helps prevent login attacks, spam
and API abuse.

13. Secure All API Endpoints
Check every API route for missing login checks, weak permissions and unsafe inputs. Stop
unauthorized access.

https://vikasbuilds.com
https://vikasbuilds.com
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03 / BROWSER & PRODUCTION SAFETY

Browser & Production Safety

14. Check CORS Settings
Make sure browser access from other websites follows the correct rules. Avoid unsafe settings
that could expose private responses.

15. Add Security Headers
Add headers that help protect the website against harmful scripts, unsafe browser behavior
and certain attacks.

16. Enforce HTTPS
Make sure data travels through a secure connection. This helps protect passwords and private
information during transfer.

17. Disable Debug Mode
Turn off development features and detailed error messages in production. Stop exposing
technical information that attackers could misuse.

18. Update Dependencies
Find old or vulnerable libraries and packages. Update them safely without breaking existing
features.

19. Remove Unnecessary Code
Find and remove unused packages, test routes, old features and unnecessary services that
could create security risks.

20. Check for Exposed Files
Make sure .env files, database backups, private documents and sensitive configuration files
are not publicly accessible.

https://vikasbuilds.com
https://vikasbuilds.com
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04 / DATA, PAYMENTS & RECOVERY

Data, Payments & Recovery

21. Secure the Database
Check database access, permissions and connections. Stop unauthorized people from reading,
changing or deleting private data.

22. Hash Passwords Properly
Make sure passwords are never stored as plain text. Use strong password hashing like
Argon2id.

23. Secure File Uploads
Check uploaded files for dangerous types, fake extensions and oversized content. Stop
attackers from uploading harmful files.

24. Secure Payments and Webhooks
Verify payment information on the server and check webhook signatures. Stop fake payment
confirmations and unauthorized actions.

25. Prevent Unsafe Server Requests
Stop attackers from making the server access private systems or unsafe addresses through
user-provided URLs.

26. Add Security Monitoring and Backups
Detect suspicious logins, errors and unusual activity. Keep secure backups so important data
can be recovered after an incident.

27. Run a Full Security Audit
Scan the entire application for security problems. Fix the issues, test the changes and check
again to confirm the fixes work.

https://vikasbuilds.com
https://vikasbuilds.com


VikasBuilds SECURITY & PRIVACY / FREE RESOURCE

vikasbuilds.com Website & App Security Checklist 5 / 5

05 / COPY & USE

Final Instruction for Claude
Paste this after the 27 checks when asking Claude to review your app.

Do not just tell me my website is secure.

Check every security point carefully and show me what problems you found.

Fix the problems without breaking my website or changing how it works.

Test every fix and run the security checks again.

If something cannot be verified then clearly tell me.

Do not guess and do not claim my website is 100% secure.

For your video
You can use these 27 points as a complete security checklist. They cover many common ways
websites and apps get attacked, but no checklist or AI prompt can guarantee that a website will
never be hacked.

9. Share your website and build useful links
Why: Links help people discover your pages. A backlink simply means a link from another website to
yours.

1. Make your important pages easy to reach from your own menu and other relevant pages.
2. Add your website to business profiles you control. Share it with your existing audience where it is
relevant.
3. Publish something useful to share: a real project example, a helpful guide or a small tool. Partners may
link to it when it helps their readers.
4. In Search Console, open Links to see some of the websites linking to you. The list is not complete and
new links may take time to appear.

Check: Open the link from the other website. It should lead to the right page and deliver what the link
promises.

If it fails: An empty Links report on a new website is normal. Keep sharing useful work. Do not buy links
promising Google rankings or post spam comments.

Help: Google’s link advice · About the Links report

10. Keep the website accurate and working
Why: A working contact form and correct business details matter more than changing the site just to
make it look active.

1. After each website update, test the menu, contact form and main buttons. Confirm that enquiries
reach you.
2. Regularly review prices, contact details, service information and downloads. Fix anything that has
changed.
3. Keep your website software and plugins updated. Back up the site first and test it afterwards.
4. Review Search Console for problems and Analytics for visits. Check whether visitors actually contact
you or complete your main business action.
5. Improve pages when information is missing or outdated. There is no need to publish daily or change
dates without improving the content.

Check: Your information is current, the main action works and someone is responsible for fixing reported
problems.

If it fails: If enquiries suddenly stop, test the form and delivery first. Do not assume that visitor numbers
explain the problem.

Help: Google’s advice on useful content

Google’s tools above have free standard options. Domain, hosting and development work can still cost money. Menu names
may vary slightly by account.
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More things worth exploring
Find more free guides at vikasbuilds.com/resources

https://vikasbuilds.com
https://vikasbuilds.com
https://vikasbuilds.com/resources

